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Executive summary
This Ethics and Privacy Management Plan is prepared in the context of WP8 – Project
Coordination (Task 8.4, Data, Ethics, and Privacy management) – of the GRETA project
under Grant Agreement No. 101022317.
GRETA aims at producing rich, actionable insights to support the design of EU policies
that more effectively engage citizens in the ongoing energy transition. To achieve such
a goal, GRETA aspires to understand the structural factors and dynamics that affect the
emergence of energy citizenship and the generalized lack of understanding of this
phenomenon.
GRETA activities include stakeholder engagement, data management, and result
dissemination in six case studies located in five different European countries and a
complementary EU-wide citizen survey which raise ethical and privacy issues due to
the involvement of human end-users.
This report summarizes the key ethical and privacy requirements and guidelines that
must be applied in the project’s research activities to safeguard individual participants’
dignity and comply with national and European regulations. For this reason, these
guidelines were written in accordance with H2020 guidelines on ethics, responsible
research, data protection and current best practices, some of them drawn from past
experiences of the project team.
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1

Introduction
The GRETA project will collect, process, and analyse data from a number of sources.
For this reason, these strict ethics and privacy procedures must be put in place to
safeguard individual participants and comply with national and European regulations.
Quantitative and qualitative data will be gathered from six case studies encompassing
a wide range of end-user engagement practices and socio-demographic, sociotechnological, socio-political (including institutional) and geographic preconditions
that might inhibit or enable the emergence of energy citizenship.
The case studies will be complemented with an EU-wide citizen survey to
quantitatively test correlations between diverse identified factors and levels of
engagement. This data will be georeferenced to enable a geographical (country/region)
level analysis.
Table 1 summarizes the partners’ involvement in activities encompassing ethical and
privacy issues, according to the DoA, thus highlighting the fact that there is broad
responsibility for such activities.

Table 1: Partner involvement in activities encompassing ethical and privacy issues.

Partner

Responsibility

TNO

Leader of WP1 and in charge of analysing data of the EU-wide
survey
Leader of a specific case study

VPS

Leader of WP3 and responsible for the case study work
Leader of a specific case study

UNIBO

Leader of WP5 and responsible for the analysis on Pathways and
Contracts
Leader of a specific case study

FhG

Leader of WP6 and responsible for WP6 workshops
Leader of a specific case study

LUT

Project coordinator and responsible for WP2 workshops

TEC

Leader of a specific case study
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1.1

Objectives of the deliverable
The main goal of this deliverable is to define a set of ethical and privacy requirements
and guidelines that must be applied in the project’s research activities to safeguard
individual participants’ dignity and comply with national and European regulations.
These guidelines were written in accordance with H2020 guidelines and current best
practices, some of them drawn from past experiences of the project team.
The report deals first with ethical issues and only next with privacy issues although
there is some overlap between these two topics. Likewise, these topics are closely
related with the general data management issues described in D8.5 – Data Management
Plan.
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2

Ethical requirements and guidelines
GRETA will develop research work in six case studies located in five European
countries (Germany, Italy, the Netherlands, Portugal, and Spain). A complementary
EU-wide citizen survey will also be carried out.
GRETA activities including stakeholder engagement, data management, and result
dissemination will be conducted in accordance with pertinent national and European
regulations as well as H2020 recommendations and guidelines related to ethics and
responsible research and innovation (EU Grants, 2021) (RRI-Tools Project, 2016).
The project partners involved with end-users are well trained and have considerable
expertise in dealing with this kind of research involving people. Thus, each partner
will identify a qualified researcher to ensure the correct management of the data
collection and management procedures. Moreover, the project’s Executive Committee
(E-COM) is responsible for guaranteeing that all the consortium members abide to
lawful and ethical procedures during the development of the project. In more detail,
the following guidelines will be enforced:









No laboratory or experimental research involving humans or animal will be
conducted;
No harm to the environment, animals, or plants will derive from the project
activities;
The engagement of external stakeholders (in particular, the participants in each
case study or the general survey) will follow a rigorous process that will seek
to obtain an informed consent to collect and manage their personal data;
furthermore, all interaction with human participants will be reviewed by an
ethical committee (e.g. Ethical committee of LUT University);
The participants will be free to join or leave the project and will not receive any
financial compensation or suffer any loss;
All activities are conducted insuring respect for the participants and their
dignity, protecting their values, cultures, rights, and interests;
Gender equality will be promoted in all activities including stakeholder
engagement and the selection of governing boards;
The final results of the project will be openly accessible.

As a final note, all stakeholder workshop activities, surveys, and interviews will be
conducted with cognitively unimpaired adults over the age of 18. GRETA may
however work within vulnerable populations such as those who are facing economic
hardship, such that they might be experiencing energy poverty. GRETA partners have
prior experience on working within such communities and will utilize this expertise to
ensure good ethical practice is followed.
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3

Privacy requirements and guidelines
As previously mentioned, GRETA data collection will have to include personally
identifiable information in order to fulfil its goals. For this reason, data processing
must comply with the EU’s General Data Protection Regulation 679/2016 (GDPR)
firstly published by the European Parliament and the Council and now transposed and
enforced on all European countries (European Commission, 2016).
In this regard, the end-users participating in any of the six case studies, in the EU-wide
survey, or in other activities that involve data collection will be asked to sign a consent
form prepared in accordance with GDPR principles (see Annex 1). This form will be
tailored for each appropriate activity (e.g., survey, interview, or metering data access),
adapted to comply with any specific national regulation, and translated. Consortium
partners are required to keep a copy of all consent forms, securely, on file for the
duration of the project.
The consortium members will make sure to give any participant the information on the
purpose of the data collected, who will benefit from their involvement, and what are
the risks/burdens incurred, before trying to obtain the informed consent in all the
workshops, interviews, and surveys.
The issues and questions related with GDPR at project level will be overseen by a Data
Protection Officer (DPO) nominated by the Project Coordinator (PC). Since project
coordination is based in Finland, TENK guidelines on research integrity and ethics will
be followed in complement of GDPR related data issues (TENK, 2019).

3.1

Data collection
As stated, any end-user will be informed of the benefits and risks incurred when
accepting to participate in any of the project’s activity especially when (personal) data
collection is required. In this process the following guidelines will be followed:







All the participants will be volunteers;
The engagement of the participants in each case study will be organized by the
responsible consortium partner under the guidance of the PC, if requested, but
no contact information will be shared without previous consent;
The PC will also be responsible for selecting a third party to carry out the
general survey that can comply with European legislation and the project
guidelines;
Anonymization or pseudo-anonymization techniques should be used
whenever possible to guarantee the highest level of privacy from the outset of
data collection and data sharing;
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3.2

The participants will be free to leave the project or change their data collection
preferences at any point either by contacting the responsible consortium
member or the DPO contact included on the consent form and the website;
Personal contact information (e.g., email, address) will not be published or
made available to external individuals or organizations;
In some particular situations, the participants might be asked for permission
for some identification data (e.g., name or surname) to be published on a report
or a post;
Inaccurate or outdated personal data can be corrected by specific request to an
individual participant (e.g., through emails);
Personal data collected in EU will not be transferred to entities in non-EU
countries; on the other hand, no person living outside EU is expected to be
involved in the project;
Data will not be used for any secondary use without the explicit and informed
consent;
Consent will be sought from the member of the External Expert Advisory
Board (EEAB) before their name and organization are included in any report,
post, or the website.

Data storage
Data collected and generated by the project will be stored in repositories implemented
on secure platforms. Raw data and data containing personal identifiable information
(e.g., from the interviews and workshops) will be stored on repositories with restricted
access to project members only, preferably, the main project repository.
The main project outputs (public deliverables, research papers, and technical reports)
will be deposited into a curated repository, GRETA Open Portfolio for Civic Energy
Empowerment.
In addition, the following guidelines will be followed:



All the repositories will have secure authentication mechanisms;
All the repositories will have a backup plan to prevent data loss.

A more detailed description of the project data repositories’ organization, use, and
accessibility can be found in D8.5 - Data Management Plan. It is worth noting that this
plan will be yearly updated.
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3.3

Data destruction
In compliance with GDPR rules, personal data will not be stored for a longer period
than is necessary for its purpose or required by contract or law. All personal data will
be stored for five years after the end of the research project.
As stated in the consent form, any participant has the right (of portability) to require a
transfer of the data provided in the course of the project to another service provider in
a commonly used electronic format. In this situation, the data is deleted from the
project repositories.

3.4

Data security
As mentioned, data collected and generated will be stored on secure repositories
managed in accordance with current best practices.
In particular, personal contact information (e.g., email, address) will not be published
or posted. Moreover, this information will not be provided or be accessible to external
individuals or organizations.
To assure a high level of privacy, anonymization or pseudo-anonymization techniques
should be used as soon as possible in data collection, processing, or sharing.
Cybersecurity issues related with the installed energy management systems (e.g., smart
meters and PV systems) are considered to be outside the scope of the project and
handled by the appropriate managing entity.
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4

Health and safety requirements
GRETA activities will not have any direct impact on the environment or human
participants. Likewise, no equipment deployment or removal will take place. In this
sense, no health and safety issues can be identified for the staff and participants
involved in each case study.
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5

Conclusions
This Ethics and Privacy Management Plan defines a set of ethical and privacy
requirements and guidelines that must be applied in GRETA’s research activities to
safeguard individual participants’ dignity and comply with national and European
regulations. These guidelines were written in accordance with H2020 guidelines and
current best practices, some of them drawn from past experiences of the project team.
GRETA activities include stakeholder engagement, data management, and result
dissemination in six case studies located in five different European countries and a
complementary EU-wide citizen survey which raise ethical and privacy issues due to
the involvement of human end-users.
This plan comprises ethical requirements and guidelines, privacy requirements and
guidelines, and notes on health and safety requirements. The topics are closely related
with the general data management issues described in D8.5 – Data Management Plan.
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Annex 1. GRETA’s consent form
This form can be tailored depending on the intended activity (e.g., survey, interview,
or metering data access), adapted to comply with any specific national regulation, and
translated, including a signature page.
If required, this form can be provided as a paper document or an online form, as
should be the case for the participants in the EU-wide survey.
Consortium partners are required to keep a copy of all consent forms, securely, on file
for the duration of the project.
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